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Protect your privacy from identity theft. Don't be fooled by
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How to... Avoid tech support phone scams
Cybercriminals don't just send fraudulent email messages and set up fake websites. They might also call you on the telephone and
claim to be from Microsoft. They might offer to help solve your computer problems or sell you a software license. Once they have
access to your computer, they can do the following:

Trick you into installing malicious software that could capture sensitive data, such as online banking user names and passwords.
They might also then charge you to remove this software.

Take control of your computer remotely and adjust settings to leave your computer vulnerable.

Request credit card information so they can bill you for phony services.

Direct you to fraudulent websites and ask you to enter credit card and other personal or financial information there.

Neither Microsoft nor our partners make unsolicited phone calls (also known as cold calls) to charge you for computer security or
software fixes.

Telephone tech support scams: What you need to know
Cybercriminals often use publicly available phone directories so they might know your name and other personal information when they
call you. They might even guess what operating system you're using.

Once they've gained your trust, they might ask for your user name and password or ask you to go to a website to install software that
will let them access your computer to fix it. Once you do this, your computer and your personal information is vulnerable.

Do not trust unsolicited calls. Do not provide any personal information.

Here are some of the organizations that cybercriminals claim to be from:

Windows Helpdesk

Windows Service Center

Microsoft Tech Support

Microsoft Support

Windows Technical Department Support Group

Microsoft Research and Development Team (Microsoft R & D Team)

Report phone scams
Learn about how to report phone fraud in the United States. Outside of the US, contact your local authorities.

How to protect yourself from telephone tech support scams
If someone claiming to be from Microsoft tech support calls you:

Do not purchase any software or services.

Ask if there is a fee or subscription associated with the "service." If there is, hang up.

Never give control of your computer to a third party unless you can confirm that it is a legitimate representative of a computer
support team with whom you are already a customer.

Take the caller's information down and immediately report it to your local authorities.

Never provide your credit card or financial information to someone claiming to be from Microsoft tech support.

What to do if you already gave information to a tech support person
If you think that you might have downloaded malware from a phone tech support scam website or allowed a cybercriminal to access
your computer, take these steps:

Home  >  Privacy  >  Avoid tech support phone scams

Passwords Fraud Social networking

Shopping Protect your information Mobile and wireless

 Email  Print  Tweet 163

Get a security update, tool,
or scan

Security updates
Free antivirus, antispyware
program
Free PC safety scan
Download Malicious
Software Removal Tool
Online safety tips

Protect my kids from online
risks

Protect my computer

Protect myself from scams

Protect my personal
information

Create strong passwords

ConfirmRecommend

http://www.microsoft.com/security/default.aspx
http://www.microsoft.com/security/default.aspx
http://www.microsoft.com/security/default.aspx
http://www.microsoft.com/security/default.aspx
http://www.microsoft.com/worldwide
http://www.microsoft.com/en/us/sitemap.aspx
http://www.microsoft.com/security/default.aspx
http://www.microsoft.com/security/pc-security/default.aspx
http://www.microsoft.com/security/online-privacy/default.aspx
http://www.microsoft.com/security/family-safety/default.aspx
http://www.microsoft.com/security/resources/default.aspx
http://www.microsoft.com/security/worldwide.aspx
https://consumersecuritysupport.microsoft.com/default.aspx?altbrand=true&mkt=en-us&st=1&wfxredirect=1&entrypt=twcp
http://www.microsoft.com/security/resources/newsletter.aspx
http://www.microsoft.com/security/online-privacy/default.aspx#Fraud

http://www.microsoft.com/security/scanner/en-us/default.aspx
http://www.ftc.gov/bcp/edu/microsites/phonefraud/report.shtml
http://www.microsoft.com/security/resources/malware-whatis.aspx
http://www.microsoft.com/security/default.aspx
http://www.microsoft.com/security/online-privacy/default.aspx
http://www.microsoft.com/security/online-privacy/default.aspx#Passwords
http://www.microsoft.com/security/online-privacy/default.aspx#Fraud
http://www.microsoft.com/security/online-privacy/default.aspx#Social-networking
http://www.microsoft.com/security/online-privacy/default.aspx#Shopping
http://www.microsoft.com/security/online-privacy/default.aspx#Protect-your-information
http://www.microsoft.com/security/online-privacy/default.aspx#Mobile-and-wireless
javascript: void(0)
javascript: void(0)
javascript:window.print()
javascript:window.print()
https://twitter.com/intent/tweet?original_referer=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx&related=MS_Security&source=tweetbutton&text=Avoid%20Phone%20Scams%20%7C%20Cybercriminal%20Tech%20Support%20Scam%20%7C%20Security%20Threats&url=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx&via=Safer_Online
https://twitter.com/intent/tweet?original_referer=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx&related=MS_Security&source=tweetbutton&text=Avoid%20Phone%20Scams%20%7C%20Cybercriminal%20Tech%20Support%20Scam%20%7C%20Security%20Threats&url=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx&via=Safer_Online
https://twitter.com/intent/tweet?original_referer=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx&related=MS_Security&source=tweetbutton&text=Avoid%20Phone%20Scams%20%7C%20Cybercriminal%20Tech%20Support%20Scam%20%7C%20Security%20Threats&url=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx&via=Safer_Online
http://twitter.com/search?q=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx
http://go.microsoft.com/fwlink/?LinkId=148275
http://go.microsoft.com/fwlink/p/?LinkId=168949
http://go.microsoft.com/fwlink/p/?LinkId=168949
http://www.microsoft.com/security/scanner/en-us/default.aspx
http://www.microsoft.com/security/pc-security/malware-removal.aspx
http://www.microsoft.com/security/pc-security/malware-removal.aspx
http://www.microsoft.com/security/family-safety/online-safety-tips.aspx
http://www.facebook.com/plugins/like.php?action=recommend&api_key=230319936993886&channel_url=http%3A%2F%2Fstatic.ak.facebook.com%2Fconnect%2Fxd_arbiter.php%3Fversion%3D9%23cb%3Df3e8a4a6b2f6fb%26origin%3Dhttp%253A%252F%252Fwww.microsoft.com%252Ff1386d3d90f37e1%26domain%3Dwww.microsoft.com%26relation%3Dparent.parent&extended_social_context=false&font=arial&href=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx&layout=button_count&locale=en_US&node_type=1&sdk=joey&send=false&show_faces=false&width=130?AcrobatWebCapTID2#
http://www.facebook.com/plugins/like.php?action=recommend&api_key=230319936993886&channel_url=http%3A%2F%2Fstatic.ak.facebook.com%2Fconnect%2Fxd_arbiter.php%3Fversion%3D9%23cb%3Df3e8a4a6b2f6fb%26origin%3Dhttp%253A%252F%252Fwww.microsoft.com%252Ff1386d3d90f37e1%26domain%3Dwww.microsoft.com%26relation%3Dparent.parent&extended_social_context=false&font=arial&href=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx&layout=button_count&locale=en_US&node_type=1&sdk=joey&send=false&show_faces=false&width=130?AcrobatWebCapTID2#
http://www.facebook.com/plugins/like.php?action=recommend&api_key=230319936993886&channel_url=http%3A%2F%2Fstatic.ak.facebook.com%2Fconnect%2Fxd_arbiter.php%3Fversion%3D9%23cb%3Df3e8a4a6b2f6fb%26origin%3Dhttp%253A%252F%252Fwww.microsoft.com%252Ff1386d3d90f37e1%26domain%3Dwww.microsoft.com%26relation%3Dparent.parent&extended_social_context=false&font=arial&href=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx&layout=button_count&locale=en_US&node_type=1&sdk=joey&send=false&show_faces=false&width=130?AcrobatWebCapTID2#
http://www.facebook.com/plugins/like.php?action=recommend&api_key=230319936993886&channel_url=http%3A%2F%2Fstatic.ak.facebook.com%2Fconnect%2Fxd_arbiter.php%3Fversion%3D9%23cb%3Df3e8a4a6b2f6fb%26origin%3Dhttp%253A%252F%252Fwww.microsoft.com%252Ff1386d3d90f37e1%26domain%3Dwww.microsoft.com%26relation%3Dparent.parent&extended_social_context=false&font=arial&href=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx&layout=button_count&locale=en_US&node_type=1&sdk=joey&send=false&show_faces=false&width=130?AcrobatWebCapTID2#
http://www.facebook.com/plugins/like.php?action=recommend&api_key=230319936993886&channel_url=http%3A%2F%2Fstatic.ak.facebook.com%2Fconnect%2Fxd_arbiter.php%3Fversion%3D9%23cb%3Df3e8a4a6b2f6fb%26origin%3Dhttp%253A%252F%252Fwww.microsoft.com%252Ff1386d3d90f37e1%26domain%3Dwww.microsoft.com%26relation%3Dparent.parent&extended_social_context=false&font=arial&href=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx&layout=button_count&locale=en_US&node_type=1&sdk=joey&send=false&show_faces=false&width=130?AcrobatWebCapTID2#
http://www.facebook.com/plugins/like.php?action=recommend&api_key=230319936993886&channel_url=http%3A%2F%2Fstatic.ak.facebook.com%2Fconnect%2Fxd_arbiter.php%3Fversion%3D9%23cb%3Df3e8a4a6b2f6fb%26origin%3Dhttp%253A%252F%252Fwww.microsoft.com%252Ff1386d3d90f37e1%26domain%3Dwww.microsoft.com%26relation%3Dparent.parent&extended_social_context=false&font=arial&href=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx&layout=button_count&locale=en_US&node_type=1&sdk=joey&send=false&show_faces=false&width=130?AcrobatWebCapTID2#
http://www.facebook.com/plugins/like.php?action=recommend&api_key=230319936993886&channel_url=http%3A%2F%2Fstatic.ak.facebook.com%2Fconnect%2Fxd_arbiter.php%3Fversion%3D9%23cb%3Df3e8a4a6b2f6fb%26origin%3Dhttp%253A%252F%252Fwww.microsoft.com%252Ff1386d3d90f37e1%26domain%3Dwww.microsoft.com%26relation%3Dparent.parent&extended_social_context=false&font=arial&href=http%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fonline-privacy%2Favoid-phone-scams.aspx&layout=button_count&locale=en_US&node_type=1&sdk=joey&send=false&show_faces=false&width=130?AcrobatWebCapTID2#


Avoid Phone Scams | Cybercriminal Tech Support Scam | Security Threats

http://www.microsoft.com/security/online-privacy/avoid-phone-scams.aspx[7/24/2012 12:41:03 PM]

Related links

How to boost your malware defense and protect your PC

How to avoid and remove computer viruses

Don't fall for phony phone tech support

Was this helpful?

Change your computer's password, change the password on your main email account, and change the password for any
financial accounts, especially your bank and credit card.

Scan your computer with the Microsoft Safety Scanner to find out if you have malware installed on your computer.

Install Microsoft Security Essentials. (Microsoft Security Essentials is a free program. If someone calls you to install this product
and then charge you for it, this is also a scam.)

Will Microsoft ever call me?
There are some cases where Microsoft will work with your Internet service provider and call you to fix a malware-infected computer—
such as during the recent cleanup effort begun in our botnet takedown actions. These calls will be made by someone with whom you
can verify you already are a customer. You will never receive a legitimate call from Microsoft or our partners to charge you for
computer fixes.

More information
For more information about how to recognize a phishing scam, see Avoid scams that use the Microsoft name fraudulently.

If you need help with a virus or other security problem, visit the Microsoft Virus and Security Solution Center.

To help protect against viruses and other malicious software, download Microsoft Security Essentials.
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